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Abstract—Sensor networks are widely used in unsecured
environments, thus protects a sensor network from any attack is
critical in order to maintain the stability of the network.
Recently, many researchers are focusing on making security for
sensor networks. In this paper, a secured node- to-node key
agreement protocol is used to generate secured communication
among the nodes A and B, a ticket granting server, and a key
server. Since a sensor network is generally a resource-
constrained infrastructure, it is not preferred for highly
expensive asymmetric key protocols such as public-private key
cryptography. Therefore, setting up a shared key in our
proposed protocol is based on a symmetric key protocol
processed by two trusted agents that are the ticket granting
server and the key server. The data confidentiality,
authentication, and freshness of the network security are also
considered in the design of the proposed protocol.

Index Terms—Wireless sensor networks,

Authentication, Confidential, Freshness.
1. INTRODUCTION

Wireless sensor networks (WSN) have been identified as one
of the most incredible technologies for many applications
such as tank movement, ship arrivals and departures, etc.
[1][2], [3]. For each area of wireless sensor networks, a
cluster of sensor nodes is deployed to collect the data that is
later reported to the network base station [4]. To collect the
data in such a network, the sensor nodes can relay the data to
the base station.

Security,

A wireless sensor network can be considered as a highly
intensive data collector. This means that the security of data
transfers and access become critical issues. Three well-known
security goals are: only authorized user can access the data
(confidentiality), the data should be genuine (integrity), and
the data should be available for the authorized user
(availability) [5]. All these goals are the requirements from
both users and wireless sensor networks.

Possible attacks in wireless sensor networks include physical
destruction of sensor nodes, security attacks on the routing
and data link protocols, and resource consumption attacks.
Unattended sensor node deployment can cause another attack
in which an adversary may try to compromise several sensor
nodes and inject false data into the network through the
compromised sensor nodes.
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In this paper, a secured node-to-node key agreement is
proposed to ensure that only an authorized user can access the
network, and so that it is ensured that data is only available
for the authorized user.

The structure of this paper is organized as follows. Section 1l
describes the related work. Section Il explains the
implementation of the proposed protocol and Section IV
concludes the work of this paper.

This section should introduce the article. Authors should
introduce the problem that is going to be discussed in the
entire article. Introduction section should motivate the readers
to read the article further.

2. RELATED WORK

Related work that focuses on the security issues in computer
networks is presented here.

In [6], Fox and Gribble described the security and
authentication on open networks. This protocol provides
lightweight secured communication at the client module using
the interaction with a proxy to Kerberos [7] at the application
level proxy service.

In [8], Patel and Crowcroft provided the security in mobile
user where asymmetric cryptography has been used with a
ticket-based service access model allowing anonymous
service usage in mobile application. The mobile users
anonymously contact the credential center to check for the
user’s certification for the access. However, the asymmetric
cryptography is cost- inefficient for a sensor network
environment.

In [9], Perrigetal. Presented a security protocol for multicast
communication. The paper focused on securing multicast
communication at the source authentication and enabling
receivers of multicast data to ensure that the received data is
originated from the source. The paper proposed the
modification to TESLA (Timed Efficient Stream Loss-
tolerant Authentication) to allow receivers to authenticate the
packets when they arrive. TESLA implements loose time
synchronization between the sender and the receivers,
followed by delayed release of keys by the sender.

In [10], Liu and Ning presented the broadcast authentication
in distributed sensor networks where the development of a
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scalable broadcast authentication scheme named multilevel
fITESLA based on the original fITESLA protocol [11].
Multi- level fATESLA provided several improvement which
included low overhead, tolerance of message loss, scalability
to large networks, resistance to replay attacks, and denial-of-
service attacks (DoS).

In [12], Renetal. Claimed that both fLTESLA and multilevel

FITESLA suffered from serious DoS attacks due to the delay
of message authentication. They used the public key concept
to achieve the broadcast authentication. Cryptographic
techniques includes Merkle hash tree and identity-based
signature scheme have been adopted to minimize the costs on
computation and communication in wireless sensor networks.

Step Key Agreement

1 A= B: Ny, A

2 B —T: Ny, Ng, A, B,MAC (Kg, Ns,|Ng,|A|B)

3 T— A:{Krsaly,  MAC (Kpga|Na, |A|B| {T.| Kzsa}y, )

4 T — B : {Krsp}y, . MAC (Kjgp|Np, |A|B| {Tu| Krss},, )

5 A= 8 Nay, A, B, MAC (Kfg4|Nay|AIB| {0}y, )

6 B — S: Np,, A, B, MAC (Kp35|Np,|A|B|{Tu},, )

7 § = A: {Kaply, , MAC (KN, |A|B| {K a5}, )

8 S = B:{Kag}y,  MAC (Kp|Ng,|A|B| {K s}y, )

Figure 1. The eight steps of the key agreement.

In [13], Sultanaetal. Focused on malicious packet dropping
attack in the sensor network. They proposed a data
provenance based mechanism to detect the attack and identify
the mali- cious node. The proposed scheme based on the
watermarking based secure provenance transmission. The
scheme includes packet loss detection, identification of attack
presence, and localizing the malicious node/link.

In [14], Oliveiraetal. Used Pairing-Based Cryptography
(PBC) protocols for key distribution in wireless sensor net-
works. The concept of Pairing-based Cryptography (PBC)
protocols is that the parties can agree on keys without any
interaction. The TinyPBC presented in this paper was able to
compute pairings, the most expensive primitive of PBC for 8,
16 and 32-bit processors sensor nodes.

3. IMPLEMENTATION

In order for nodes to communicate in a wireless sensor
network, a node-to-node key agreement has to be established.
This key agreement provides security of the communication,
which includes authentication, availability, and freshness. As
mentioned in [11], due to the resource-constrained sensor
nodes, the computationally  expensive  public-key
cryptography is not suitable. Therefore, the protocol for
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symmetric-key is suggested. For the purpose of gaining
stronger freshness, the two trusted agents, key server S and
the ticket granting server T , are included in our proposed
protocol for the node-to- node key agreement. A message
authentication code (MAC) is additionally used for two-party
authentication and data integrity.

The following notations are used in this paper.

A, B are principles, such as communication nodes

Na1, Na2,Ng1,Ng2 are Nonce numbers from A and B

M1|M2 denotes the concatenation of message M1 and M2

KA is the key of node A shared with base station Kag
is the pairwise key shared between nodes A and B

Krsa  isthe shared key between nodes T, S, and A

{M}rsa is the encrypted message with the symmetric keyKy

SA

Tn is the ticket number to communicate with T

MAC is the message authentication code

The proposed node-to-node key agreement provides secured
key agreement and stronger key freshness. The steps of the
key agreement are given in Fig. 1 and illustrated in Fig. 2.The
detail of each step of the proposed method is explained here.
We start from step 1 when the wireless sensor node A would
like to communicate with node B. Node A sends a request to
node B with nonce number NAL. In step 2 node B sends NB1
with a request for a ticket from ticket granting Server T.

Wireless Sensor Node A %

———~ Key Server

Wireless Sensor Node B

Figure 2. lllustration of the steps of the proposed node-to-
node key agreement.

This ticket is used for communication between node A and B,
and the key server S. In steps 3 and 4, the ticket granting
server T grants a ticket and sends to nodes A and B. The
messages sent from the ticket granting server T to nodes A
and B are encrypted with key KA and key KB, respectively.
Then in steps 5 and 6, nodes A and B send the ticket to the
key server S to ask for the shared key KAB. At these steps,
nodes A and B sends the messages to the key server with the
nonce numbers NA2 and NB2 respectively. As mentioned
earlier, the nonce numbers provide the freshness of the
communication. The key server S receives the ticket and then
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issues the shared key KAB to nodes A and B in steps 7 and 8.
For the confidentiality, all messages sent from either the ticket
granting server T or the key server S to nodes A or B are
encrypted by KA or KB. Thus only node A or node B can
decrypt the messages. All these messages are authenticated
with MAC protocol. Thus the proposed method provides the
three properties of wireless sensor security for node-to-node
key agreement; all of which are freshness, confidential, and
authentication.

4. CONCLUSION

The proposed method presents the node to node key
agreement which is provided by the ticket granting server T
and the key server S. There are several steps to set up a shared
key for nodes A and B to securely communicate. Starting
from node A sends a request to node B. Node B receives the
request and asks for a ticket from the ticket granting server T.
This ticket is required for nodes A and B to communicate
with the key server S. After the ticket is granted to nodes A
and B, nodes A and B send this ticket to the key server S. The
key server S issues the shared key to nodes A and B. Finally
nodes A and B can communicate with each other using the
shared key. The authentication, confidential, and freshness of
the se- cured communication are efficiently achieved by this
proposed method, as the proposed protocol uses the MAC to
authenticate the messages, the shared key to communicate
between nodes A and B, and the nonce numbers to refresh the
messages.
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